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PART 1
GENERAL PROVISIONS
SECTION 101. SHORT TITLE. This [Act] may be cited as

Tire the Uniform Electronic Transactions Act.

SECTION 102. DEFINITIONS. In this [Act]:

(1) "Agreement" means the bargain of the parties

in fact as found in their language or TeTOrds Or tEerms 1IN

TECOTds to WHITh a party as manifested assernt, or Dy

Tmptication inferred from other circumstances, including
course of performance, course of dealing and usage of trade
as provided in this [Act]. Whether an agreement has legal
consequences is determined by this [Act], if applicablej,
or, otherwise by other applicable rules of law.

Source: Article 1 Draft, Section 1-201(3) (Sept. 1997
Draft)

Reporter's Note: At the September Meeting the definition of
agreement which included terms to which a party manifested
assent was rejected. The consensus of both the Committee
and observers was that there was no need to separate
manifestations of assent from the language and circumstances
which comprise the bargain in fact of the parties as part of
the definition of agreement. Rather the Reporter was
directed to return to the definition of agreement in the
Uniform Commercial Code. Accordingly, the current
definition is taken from the most recent revision to Article
1.

L\ | . ] W - 1 - . ul L e ]
{27 AULIICITULITAdLE [Medlls Lo TUCIILI LY LIIE

guthenticating party, adopt Or aCCeEpPt & CEIMr Or a IEeCOrd, OFT

estabrisir the ITrnformationat TIrtegrity of a record:

Reporter's Note: Based on the comments and direction of the
Drafting Committee at the September meeting, this section
has been deleted and its substance incorporated into the
definition of signature.
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(3 2) "Automated transaction" means a commercial

or governmental transaction formed or performed, in whole or

in part, by electronic records in which the records of one
or both parties will not be reviewed by an individual as an

expected ordinary step in forming a contract or , performing

under an existing contract, or fulfilling any obligation

required by the transaction.

Source: Article 2B Draft Section 2B-102 (a) (18)
Reporter's Note: This is essentially the definition of
"Electronic transaction" appearing in Article 2B. The term
has been changed to "automated transaction" for clarity and
to avoid confusion in light of the title of this Act as the
"Electronic Transactions Act." It has also been expanded
from the August Draft to include governmental transactions.
As with electronic agents, this definition is relevant
to those circumstances where electronic records may result
in action or performance which will bind a party although no
human review of the electronic records is anticipated or
occurs. Section 401 (c) provides specific contract formation
rules where one or both parties do not review the electronic
records.

(3) "Commercial transaction" means all matters

arising in a commercial setting, whether contractual or not

including, but not limited to, the following: any trade

transaction for the supply or exchange of goods, information

or services; distribution agreements; commercial

representation or agency; factoring; leasing; construction

of works; consulting; engineering; licensing; investment;

financing; banking; insurance; exploitation agreement or

concession; joint venture and other forms of industrial or

business cooperation or organization; carriage of goods or

passengers by air, sea, rail or road.

Source: Uncitral Model Law
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Reporter's Note: This definition has been added to the
text. For purposes of this draft it also remains as part of
the commentary to Section 103 Scope. ISSUE FOR THE
COMMITTEE: Should this definition be retained in text or
continued solely as commentary to the Section on Scope?

(4) "Computer Program" means a set of statements
or instructions to be used directly or indirectly to operate
an information processing system in order to bring about a
certain result. The term does not include amry information
created or communicated as a result of the operation of the
system.

Source: Article 2B Draft Section 2B-102(a) (5).

Reporter's Note: This definition is from Article 2B. The
term is used principally with respect to the definition of
"electronic agent" and "information." Questions were raised
at the May meeting, not resolved at the September meeting,

regarding its necessity. ISSUE FOR THE COMMITTEE: Is this a
necessary definition? 1Is it an accurate definition?

5 YCOITSpICUoUsS T MEdIrs SO dIspiayed Oor presemrted
that—a reagsonmabtie ITmdividuat agaiTStT WO O WHOSE pPrincipat
Tt operates oughit to Have NotIiced Tt A CEIm IS COrSpIicuous

g Heading I art Ccapitars (e-9., NON=
AN
]

SgUat Or gredgter 1T Size to tire

TADTN

T rarnguage I the pody or text—of a record
ger Or OCHer CTontrasting type Or CTotor tiam

Or dIspray LT &
other Tanguages;

(€<= term prominentiy referenced TIr the
body ortext—of—<am efectronic record or dIspray WIIICIT CTaIl DE
TEegdiIy dCCessed from the record or dIispiays

(b Tanguage so posITtIoned I a IeCord oOr
dIsptray Chat a party Canmnmot Proceed without takilmg SOmeE
godditIonmatr actiomr witin Tespect o thie term or the reference;

or

(B Tanguage readity dIistinguistaote 11T
arrother maners

3 el

Tmthe ctase of am etectronic record tntended to evoke &
TESPONSE wWithout the mmeed for review Dy aIr Inadividual, <
term s ConsSpIicuous 11 1T IS 1T & form that woutd enaotie a
TEgSONarIy CONMfIguUred e1ectIronic agernrt to take Tt TITto
JCTOUITE O TEdCt O Tt wWithout review of the record oy o

T vIiduat
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Reporter's Note: This definition has been deleted at the
suggestion of members of the Drafting Committee.

67 CormrsumertTmearrs arr IndIviduatr wihio, gt the

timeofentering Ito g trarsaction does SO pPrimarity f£oT

m

PETrsSONal, famity, Or HNOUSENoUId PUrposes-. FThe—termdoes ot

TTICIude g PersoIl that enters Ito a CIralrsSaction pPrimarity

forprofitmeking, professIional, Or COMMEIrTIidtl PUIrpPoOSES;

ITTICI Uiy agricutturatl, INIVESLMENtS, IESEedrcl, aIid DUSInESS

I ITIVES tMETt MalageneTt, O tier thar mMaragenert ot a1t

OTrdITIary PEILSOT S PErSOIal Or famity aSSerse]

Reporter's Note: This definition has been deleted as
unnecessary. It is submitted, the definition of security
procedure and the allocation of loss rules in Section 110
eliminate the need for any distinction based on the status
of parties as consumer/merchant, sophisticated,
unsophisticated, or the like. The presumptions established
by this draft depend on the adoption or agreement of parties
to a commercially reasonable security procedure. Where a
security procedure is not used or is shown to not be
commercially reasonable, the party relying on the security
procedure will bear the loss. The relying party is in the
best position to assure itself that the level of security is
sufficient for the transaction contemplated, and to
implement the level of security it deems appropriate, or
suffer the consequences.

(7 5) "Contract" means the total legal obligation
which results from the parties' agreement as affected by
this [Act] and as supplemented by other applicable rules of
law.

Source: UCC Section 1-201(11)

(8 6) "Electronic" means electrical, digital,
magnetic, optical, electromagnetic, or any other form of
technology that Irmctudes entails capabilities similar to

these technologies.
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Source: Article 2B Draft Section 2B-102(15).

Reporter's Note: This definition serves to assure that the
Act will be applied broadly as new technologies develop.
While not all technologies listed are technically
"electronic" in nature (e.g., optical fiber technology), the
need for a recognized, single term warrants the use of
"electronic" as the defined term. Query whether the
definition is broad enough?

(= 7) "Electronic agent" means a computer program
or other electronic or automated means used, selected, or
programmed by a party person to initiate or respond to
electronic records or performances in whole or in part
without review by an individual.

Source: Article 2B Draft Section 2B-102(a) (16).

Reporter's Note: An electronic agent, as a computer program
or other automated device employed by a person, is a tool of
that person. As a general rule, the employer of a tool is
responsible for the results obtained in the use of that tool
since the tool has no independent volition of its own.
However, an electronic agent by definition is capable,
within the parameters of its programming, of initiating,
responding or interacting with other parties or their
electronic agents once it has been activated by a party,
without further attention of that party. This draft
contains provisions dealing with the efficacy of, and
responsibility for, actions taken and accomplished by
electronic agents in the absence of human intervention.

While this Act proceeds on the paradigm that an
electronic agent is capable of performing only within the
technical strictures of its preset programming, it is
conceivable that, within the useful life of this Act,
electronic agents may be created with the ability to act
autonomously, and not just automatically. That is, through
developments in artificial intelligence, a computer may be
able to "learn through experience, modify the instructions
in their own programs, and even devise new instructions."
Allen and Widdison, "Can Computers Make Contracts?" 9 Harv.
J.L.&Tech 25 (Winter, 1996). At such time as this may
occur, "Courts may ultimately conclude that an electronic
agent is equivalent in all respects to a human agent..."
Article 2B-102, Reporter's Note 10.

Section 303 and Section 401 make clear that the party
that sets operations of an electronic agent in motion will
be bound by the records and signatures resulting from such
operations. A party would be bound by the actions of a
computer program designed to act without human intervention,

draft3-11/97 l O
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as well as electronic and automated means such as telecopy
and facsimile machines used by a party.

(o 8) "Electronic record" means a record

created, stored, generated, received, or communicated by

electronic means—foruse by, Or storage Imm such as computer

egquipment and programs, g Informationr system electronic

data interchange, electronic or for—tramsmissiomr from orne

ITTTformation system to another voice mail, facsimile, telex,

telecopying, scanning, and similar technologies.

Source: Article 2B Draft Section 2B-102(a) (17)

Reporter's Note: An electronic record is a subset of the
broader defined term "record." Unlike the term "electronic
message" used in Article 2B, the definition is not limited
to records intended for communication, but extends to any
information contained in an electronic medium. It is also
used in this Act as a limiting definition in those
provisions in which it is used.

(tr 9) "Electronic signature" means fTretters,

Chiaracters, Tumbers, Or Other] sympbotrs any signature in

electronic form, attached to or logically associated with an

electronic record, executed or adopted by a party with

present person or its electronic agent with intent to

guthenticate sign the electronic record.

Source: UCC Section 1-201(39); Illinois Model Section

200 (3) .
Reporter's Note: As with electronic record, this definition
is a subset of the broader defined term "signature." The

purpose of the separate definition is principally one of
clarity in extending the definition of signature to the
electronic environment.

This definition has been simplified by using the
defined term "signature" within this definition. The
defined term "signature" has been expanded from the standard
UCC definition to incorporate specifically the attributes
normally attached to a written signature, and to track the
concept of authentication as defined in Article 2B. The new
definition of "signature" reflects the Committee's direction

draft3-11/97 l l
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to delete the term "authenticate" from the August Draft and
incorporate that definition into "signature."

The key aspect of this definition lies in the necessity
that the electronic signature be linked or logically
associated with the record. For example, in the pen and ink
context it is assumed that a symbol adopted by a party is
attached to or located somewhere in the same paper that is
intended to be authenticated. These tangible manifestations
do not exist in the electronic environment, and accordingly,
this definition expressly provides that the symbol must in
some way be linked to, or associated with, the electronic
record being authenticated. This linkage is consistent with
the regulations promulgated by the Food and Drug
Administration. 21 CFR Part 11 (March 20, 1997).

An electronic signature includes any symbol adopted by
a party, so long as the requisite intent to sign
(authenticate) the electronic record exists. The
requirement that there be "present intent" to sign has been
removed as a potential barrier to the efficacy of electronic
signatures. While a contemporaneous signature would reflect
a present intent to sign, the operations of an electronic
agent which result in the creation of an electronic
signature (See Section 303) may not be viewed by courts as
manifesting a "present" intent since the act of programming
the electronic agent may have occurred well before the
attachment of the electronic signature.

A digital signature using public key encryption
technology would qualify as an electronic signature, as
would the mere appellation of one's name at the end of an e-
mail message - so long as in each case the signature was
applied with the intention to authenticate the electronic
record with which it was associated. It is the adoption of
the symbol with intention to authenticate that is
controlling. See Parma Tile Mosaic & Marble Co. v. Estate
of Short, 87 NY2d 524 (1996) where it was held that the
automatic imprint of a firm name, programmed into a fax
machine, was not a sufficient signature because of the
absence of any intention to authenticate each document sent
over the fax.

(2 10) "Good faith" means honesty in fact and
the observance of reasonable commercial standards of fair
dealing.

Source: Article 1 Draft Section 1-201(22).

(11) "Governmental transaction" means all matters

arising in any governmental setting, including, but not

draft3-11/97 l 2
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limited to, the following: all communications, filings,

reports, commercial documentation, or other electronic

records relating to interactions between any governmental

entity and any individual outside the government; and all

intragovernmental communications, documents or other records

employved in the conduct of governmental functions between or

within any branch or agency of government.

Source: New
Reporter's Note: Patterned after the definition of
"Commercial transaction," this definition has been added to
the text. ISSUE FOR THE DRAFTING COMMITTEE: Is the
definition complete and accurate? Should this definition be
part of the text, or only set forth in the commentary to the
Scope section?

(3 12) "Information" means data, text, images,

sounds, codes, computer programs, software, databases, and
the like.

Source: Article 2B Draft Section 2B-102(a) (22); Illinois
Model Section 200(4).

(& 13) "Information system" means a system for
creating, generating, sending, receiving, storing or
otherwise processing information, including electronic
records.

Source: Uncitral Model Article 2 (f).
Reporter's Note: This term is used in the definition of
electronic record and in Section 402 regarding the time and

place of receipt of an electronic record. ISSUE FOR THE
COMMITTEE: Is this definition accurate and complete?

L N\ 11 W . - el ¥ - 1 ] - -
(1I) MddIlrlestU UL ASSTIIU Inmedlls Llldl d pdrly Ofrf

Tts etectronic agernt nas SIgled Or Otherwise Crearty

ITTIdIcated that—a record or CEeIrmm 11T a IeCord nas peernr adopted

Or aCCeEpted by the party or IS ©reCtronic agelt:. A party Or

draft3-11/97 l 3



10

11

12

13
14

15
16
17
18
19
20
21
22
23
24
25
26

27

Tts etectronic agernt manifests aSSent by engagimg  LTIT

affirmative cTomductor operations Wit actuat kKmowtiedge of

T

tre—terms—or after Taving amr Opportunity to review tie

terms, amd withr the opportunity to dectine to STyl Or Slgage

T thre comduct— A manifestatiomr of assernt to a record or

term IIT g record does ot resutt merely Py reterntion of the

TECOTd Or term without obJjection by the party or ItS

etectronic agent. If asSSerrt to g particutar term I

goddTtIonm to aSSent to a record IS reEquUired, aCctIonr taker oy

I party Or ItS EIlectronic agerrt doues ot manifest assernrt to

that—term untess there was am Opportunity to review tie term

amd—the actionm takerr retates specificatty to that—term:

Reporter's Note: The concept of Manifesting Assent has been
moved to Section 108.

167 “Merchanmt* Tmearrs a persomn that s &

professionat I the PUSINESsS 1NVolIved IIT tie trarrsactiorr,

4 33

that—Pby occupationr purports to Tave KNIoOwWIiedge Or SKITt

pecUrTar to the practites Involved IIT the trarnrsaction, Or to

4

WITITIT KTowliedge Or SKIfl may De attripbuted by the persomrss

4

EMPIOyMErt Of aIT agellt Or DIroKer Or OCHer IItermediary that

4

purports to have the krnmowiedge or SKItfi-

Reporter's Note: This definition has been deleted as
unnecessary. See the Reporter's Note to the deletion of the
definition of Consumer.

(7 14) "Notify" means to communicate, or make

available, information to another person in a form and

manner as appropriate or required under the circumstances.
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Source: Illinois Model Section 103(22) (June 4 Interim
Draft) .

Reporter's Note: Consistent with the provisions on receipt
in Section 402, a notice sent to a party must be in a proper
format to permit the recipient to use and understand the
information. For example, sending a message notice to a
recipient in the United States in Chinese would not suffice
to notify the recipient of the content of the message, in
the absence of proof that the recipient understood Chinese.
Similarly, sending a notice in WordPerfect 7.0 may not be
appropriate when many people do not have the capability to
convert from that format. In such a case, a more universal
format such as ASCII would be required.

(T8 Opportuntty to Review  Tmears that a record

O & term of g record Is made avallidaprie 1T a Malner gdesIigred

toTart Tt to the attentiomr of the party anmdto permit

TEVIEW Of ITts terms or to ernabte aIl E1eCtronic agerrt to

TegCct to the record or term.
Reporter's Note: The concept of Opportunity to Review has
been moved to Section 109.

(s 15) "Organization" means a person other than
an individual.
Source: UCC Section 1-201(28).
Reporter's Note: This is the standard Conference
formulation for this definition.

(20 16) "Person" means an individual,

corporation, business trust, estate, trust, partnership,

limited liability company, association, joint wventure,

Tgovernment, govermmerntat subdivisiony; or agency or
instrumentality,FT or any other legal or commercial entity.
Source: UCC Section 1-201(30).

Reporter's Note: This is the standard Conference
formulation for this definition.
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(17) "Presumption”" or "presumed" means that the

trier of fact must find the existence of the fact presumed

unless and until evidence is introduced which would support

a finding of its non-existence.

Source: UCC Section 1-201(31)

Reporter's Note: This definition becomes necessary to
indicate the effect of the presumptions created by Sections
202, 203 and 302. While the decision whether a presumption
should be created is generally one of policy relating to the
substantive law, the effect to be given to a presumption
once created is generally left to the rules of evidence.
ISSUE FOR THE COMMITTEE: Should this Act should establish
the effect of a presumption created by this Act.

This definition adopts the so-called "bursting bubble"
approach to presumptions. That is, it only shifts the
burden of producing evidence, but not the ultimate burden of
persuasion. Although the Reporter has not yet seen the
draft of the Uniform Rules of Evidence, my understanding
from Professor Whinery, the Reporter for the Rules of
Evidence project, is that committee is inclined toward a
treatment of presumptions which will shift the burden of
persuasion.

21 “Recer1ve, " withh respectto amr etectronic

TeCcoTrd, MEdllS that the ©rectronic record has entered an

~ 1 :

ITITformatIon SYStem 11T Lo Capdabte Of Pelinmg Processed Dy &

system ofthat—type armdthe recipient uses or nas desigrnated

that—system forthe purpose of Irecelving SUCh ITECords Or

TrrformatTormr:

Reporter's Note: This provision has been moved to Section
402 (b) .

(22 18) "Record" means information that is
inscribed on a tangible medium or that is stored in an
electronic or other medium and is retrievable in perceivable
form.

Source: Article 2B Draft Section 2B-102(a) (35).
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Reporter's Note: This is the standard Conference
formulation for this definition.

(23 19) "Rule of law" means a statute,
regulation, ordinance, common-law rule, court decision, or
other law relating to commercial or governmental
transactions enacted, established, or promulgated by this
State, or any agency, commission, department, court, other
authority or political subdivision of this State.

Source: Oklahoma Model Section II.F; Illinois Model Section
iggéZLér's Note: The definition is drafted broadly with the
single limitation of laws relating to commercial and
governmental transactions, consistent with the Scope of the
Act.

(24 20) "Security procedure," with respect to
either an electronic record or electronic signature, means a

commercially reasonable procedure or methodology,

established by law, by agreement, mutuatty or adopted by the

parties, orotherwise estapriished to be g Ccommerciatty

regsornabte procedure, for the purpose of verifying (¥ 1)

the identity of the sender, or source, of an electronic
record, or (ii) the integrity of, or detecting errors in,
the transmission or informational content of an electronic
record. A security procedure may require the use of
algorithms or other codes, identifying words or numbers,
encryption, callback or other acknowledgment procedures, key
=scrow, or any other procedures that are reasonable under

the circumstances.
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Source: UCC Section 4A-201; Article 2B Draft Section 2B-
115(a); Illinois Model Section 200(9); Oklahoma Model
Section III.B.2.

Reporter's Note: This definition has been amended from the
August draft to eliminate the possibility that a security
procedure used, but not adopted, by the parties may
subsequently be shown to be commercially reasonable and
hence give rise to the presumptions provided in Section 202,
203, and 302. That provision was unworkably wvague.

By limiting security procedures to those which are both
commercially reasonable and either agreed to or adopted by
parties or established by law, much of the concern over the
imposition of presumptions is eliminated. Section 110 sets
forth loss allocation rules for situations where security
procedures are shown to be commercially unreasonable or are
not used at all. In such cases the party at risk is the
party imposing the commercially unreasonable procedure, or
the relying party where no procedure is used. In this way,
the party with the greatest incentive to assess the risk of
proceeding in a transaction with commercially unreasonable
procedures, or indeed with no security procedure at all,
will bear the loss.

The two key aspects of a security procedure are to
identify the sender and assure the informational integrity
of the record. The definition does not identify any
particular technology. This permits the use of procedures
which the parties select or which are established by law.
It permits the greatest flexibility among the parties and
allows for future technological development.

(25 21) "Signature" Inmciudes means any symbol,

sound, process, or encryption of a record in whole or in

part, executed or adopted by a person or the person’s witir=

present electronic agent with intent to asuthemticate—=

TECTOTd

(1) identify the party;

(1i) adopt or accept a term or a record; or

(iii)establish the informational integrity of a record

or term that contains the signature or to which a

record containing the signature refers.

draft3-11/97 l 8
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"Sign" means the execution or adoption of a signature by a

person or the person’s electronic agent.

Source: UCC Section 1-201(39); Article 2B Draft Section 2B-
102 (a) (3)

Reporter's Note: At the September Drafting Meeting, the
consensus of the Committee and observers was to go back to
the definition of signature, and to delete the definition of
"authenticate." Given the purpose of this Act to equate
electronic signatures with written signatures, the sense of
the group was that retaining signature as the operative word
would better accomplish that purpose. However, the idea of
fleshing out the concept of authenticate present in the
existing UCC definition of signature was thought to be wise.
Therefore, the definitional concepts set forth in the prior
definition of authenticate have been carried into this
definition of signature.

(26 22) "State agency" means any executive],
legislative or judicial] agency, department, board,
commission, authority, institution, or instrumentality of
this State or of any county, municipal or other political
subdivision of this State.

Source: New.

Reporter's Note: This definition is required as a result of
the expanded scope of the Act to cover governmental
transactions. The reference to legislative and judicial
agencies, etc. has been bracketed in light of comment from
members of the Committee that these should not be included.
ISSUE FOR THE COMMITTEE: Should the legislative and judicial

branches be excluded.

(23) "Term" means that portion of an agreement

which relates to a particular matter.

Source: UCC Section 1-201(42)

Reporter's Note: This definition has been added because of
the reference to terms of a record in the section on
manifestation of assent and opportunity to review (Section
108 and 109).

(27 24) "Transferable record" means a record,

other than a writing, that is an instrument or chattel paper

draft3-11/97 l 9



w

~ o U1

10
11

12
13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

under Article 9 of the [Uniform Commercial Code] or a

document of title under Article 1 of the [Uniform Commercial

Code].

Source: Oklahoma Model Section II.H.

Reporter's Note: This definition is necessary in the event
the Drafting Committee decides to retain the applicability
of this Act to such records. See Section 405.

(28 25) "Writing" includes printing, typewriting,

or any other intentional reduction to tangible form.

"Written" has a corresponding meaning.

Source: UCC Section 1-201(40).
Reporter's Note: This definition reflects the current UCC
definition.

SECTION—103-—PURPOSES— The—undertying purposes—of—this

AcCt—are—

1

gy to faciiTtate anmd promote Commerce arrd

JUVETITIMEINTCd L tIraIsSactIons Dy vValiiadatting amd auttiiorIzinmg the

USEe Of ©leCtIonic ITeCords ad €1eCtIonic SIynatures;

oy—to eItminmate barrrers to erectrorric CoOmnerce

M gOVETTIMETta L Cralrsactions IesSUltilg fTom UliCer talimties

TEIatIing O WIiting ad SIgIature IegUiTrements;

Ty to SsImptrify, Clrarify amd moderTize the taw

gJUVETITIITY COMMEITE dallid JoOVEITIMEIItadT  tralsactIons througir tire

UseofelectrornIic mearsy

O to permIt the cormtinued exXparrsiol Of COmmerciat

I gOVETTIMETtat ©1eCtroniT PractiTeES tHTrougil CUS tom, USage

amTdagreenent ot the parties;
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) O pPromote Uniformity Of Cire taw amorg  tire

States {tarmrdt woridwide) retating to the use of erectronic arrd

STmITar techrmotogicar mearrs Of effecting armd performing

COMMETCTIdl alid JoOVEITIMEITta T tTrarsac oSy

—to promote pubtiic confidence T the varidrty;

TITtegrity anmd retiabitity Of ©rectronic COmmErce arnd

JUVETITIMEITtad T transactIons, arnd

g—to promote the devetlopment—of the Tegat —ard

busTImess Infrastructure Tecessary to Impremelrt e1tectIoniT

COMMETrTE alidt JovVEImEeIItat CransSactionss

Committee Vote: The Committee voted 4-2 at the September
Meeting to delete this section and place its substance in
the commentary. The Observers present voted 18-4 to retain
the section in the text.

Reporter's Note: The purposes have been moved to the
commentary following Section 106 relating to Application and
Construction. Although Section 106 smacks of a purposes
clause, the Committee did not vote to delete that section.

SECTION 164 103. SCOPE. Except as otherwise provided in

Section 65 104 or any regulation adopted pursuant to Part

5, this [Act] applies to electronic records and electronic

signatures generated, stored, processed, communicated or

used for any purpose in any commercial or governmental
transaction.

Source: UETA Draft Section 104 (Aug. 15, 1997).

Reporter's Note:

1. The scope of the Act has been clarified by limiting its
applicability to electronic records and adding electronic
signatures. Further it has been clarified by specifically
providing that regulations adopted by state agencies
pursuant to the authorization granted in Part 5 may indicate
the extent to which this Act shall apply.

2. The Scope of this Act is perhaps the single most
difficult aspect in the drafting of this Act. In light of
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the purpose of this Act to validate and effectuate
electronic records and electronic signatures used in any
commercial or governmental transaction the question may be
asked whether any further limitations on its scope are
necessary.

At the May meeting the Drafting Committee expressed
strong reservations about applying this Act to all writings
and signatures, as is contemplated in the Illinois,
Massachusetts and other models. These same reservations
were again raised at the September Meeting. However, the
scope as currently drafted does not apply to all writings
and records, but only to those arising in the context of a
commercial or governmental transaction. Furthermore, as
currently drafted the provisions of this Act are all default
rules (except section 110 regarding certain allocations of
loss) which can be changed by the parties (as part of their
agreement) or governmental entities (pursuant to the
regulations contemplated by Part 5) to fit the needs of the
transaction.

3. Although the scope of the Act is limited to the context
of commercial and governmental transactions, the idea of a
commercial transaction is to be broadly understood. In a
footnote, the Uncitral Model Law provides that

The term "commercial" should be given a wide
interpretation so as to cover matters arising from all
relationships of a commercial nature, whether
contractual or not. Relationships of a commercial
nature include, but are not limited to, the following
transactions: any trade transaction for the supply or
exchange of goods or services; distribution agreement;
commercial representation or agency; factoring;
leasing; construction of works; consulting;
engineering; licensing; investment; financing; banking;
insurance; exploitation agreement or concession; joint
venture and other forms of industrial or business
cooperation; carriage of goods or passengers by air,
sea, rail or road.

This draft adopts this position.

4. Consistent with the expanded scope of the Act approved
by the Scope and Program Committee this past summer, the
scope has been expanded to cover governmental transactions.
As in the case of commercial transaction, the idea of a
governmental transaction is to be broadly understood.

The term "governmental" should be broadly construed to
include all matters arising in any governmental
setting, including, but not limited to, the following:
all communications, filings, reports, commercial

draft3-11/97 2 2
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documentation, or other electronic records relating to
interactions between any governmental entity and any
individual outside the government; and all
intragovernmental communications, documents or other
records employed in the conduct of governmental
functions between or within any branch or agency of
government.

Since the circumstances under which any given State may
wish, or be able, to adopt electronic means of conducting
its business (either with the private sector or
intragovernmentally) will differ, this Act simply provides
authority for state entities to adopt the means to go
electronic. Part 5 authorizes state entities to adopt rules
and regulations to implement electronic transactions
consistent with the particular needs of the particular
agency.

5. ISSUE FOR THE DRAFTING COMMITTEE: Is it sufficient to
leave the scope of commercial transactions and governmental
transactions to commentary, or should the Act set forth
specific definitions for these terms?

6. Section 104 sets forth exclusions to the coverage of
this Act. The specific subsections relating to writings and
signatures which allowed specific exclusions from those
provisions have been deleted. Exclusions from coverage
should be set forth in a single section.

SECTION105-——TRANSACTIONS SUBJECT TO OTHER LAW.—

a0 Iess otherwise exXpressty agreed by the parties, ]

This—ftAct—does mot—appty to the extent that a tramsaction

TS governed oy~

(t—Tutes of Taw rerating to the CTreatIomr or

L\ -l el -l -l W ] - el ul e
(£ Luites Ol I1dw rIE€ldllIly LU LIIE LILdllslTr, JUcposlil

Or Withdrawal of money Or financigl Credit;

(3 Tutes of Taw rerating to the CTreatlior,

performance or enforcenernt of ar Identure, dectarat o ot

trust—or power of attorney;
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(H—any appricabtie rutes Of Taw rerating to

COMTSUMET  ProCeCtIorn;
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| Wl | Wl ul . ul N L] AN ul | el |
TUte of taw referernced I subsectIor (o), Such rute of taw

goveTrns .
SECTION 104. TRANSACTIONS SUBJECT TO OTHER LAW.

(a) This [Act] does not apply to the extent that its

application would involve a construction of a rule of law

that is clearly inconsistent with the manifest intent of the

lawmaking body or repugnant to the context of the same rule

of law, provided that the mere requirement that information

be "in writing," "written," "printed," "signed," or any

other word that specifies or requires the use of a

particular medium of presentation, communication or storage,

shall not, by itself, be sufficient to establish such

intent.

(b) A transaction subject to this [Act] is also subject

to

(1) any applicable rules of law relating to

consumer protection;
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(2) the Uniform Commercial Code as enacted in this

State; and

(3) [OTHER] [such other rules of law as may be

designated at the time of the enactment of this [Act]].

(c) The provisions of this [Act] and a rule of law

referenced in subsection (a) or (b) must be construed

whenever reasonable as consistent with each other. If such

a construction is unreasonable a rule of law referenced in

subsection (a) or (b) governs.

Source: UETA Draft Section 105 (Aug. 15, 1997);

Massachusetts Model Section 66(a) (1); Illinois Model Section
202 (b) (1) .

Reporter's Note:

1. This section has been revised based on the comments at

the September meeting.

2. Subsection (a) sets forth a "repugnancy clause" similar
to those appearing in the Mass. and Ill. Acts. This general
exclusion is intended as a broad "catch-all" to assure that
where a rule of law manifests a clear intent for a paper
writing or an ink on paper signature it will not be
overridden by this Act. In the commercial context, where
the parties have not imposed such an ink on paper
requirement, it is difficult to think of a law which would
require ink on paper. For example the Statute of Frauds is
the perfect example of a statute requiring a signed writing
by its terms but with respect to which an electronic record
or signature would not be repugnant to the purposes of
creating a perceivable record, providing an evidentiary base
for the transaction, permitting retention of a record of the
transaction, or requiring application of a signature to
indicate assent to the terms in the writing. All of these
functions can be accomplished by electronic records and
electronic signatures as defined in this Act. However, if
such a rule of law existed, subsection (a) makes clear that
this Act would have no application to the extent of the
repugnancy.

3. Subsection (b) sets forth specific areas of law which
implicate a commercial transaction and which will govern
over this act to the extent inconsistent with this Act. The
volume of consumer protection laws which apply to commercial
transactions, as broadly defined in this Act, is varied and
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vast. Consumer credit, leasing, sales and banking statutes
exist which impose disclosure requirements on the commercial
party when dealing with consumers. There would appear to be
nothing manifestly repugnant to consumer disclosure laws 1if
the disclosures were to be done electronically. Except for
laws requiring a certain format (e.g., disclosures in 16
point type), so long as procedures exist to establish that
the requisite information was available to the consumer,
courts should be able to construe such laws consistently
with the provisions of this Act.

At the suggestion of Fred Miller, the section now makes
the Act expressly subject to the UCC. One question in this
regard relates to the interplay between Section 405 on
transferable records and Articles 3 and 4.

4. Subsection (b) also retains a placeholder for other
areas of law to which this Act should be subject.

5. Subsection (c) requires consistent construction of the
provisions of this Act with any rule of law which otherwise
would be excluded.

6. The inherent limitation on the scope of this Act to
commercial and governmental transactions, eliminates the
need to specifically exclude laws relating to wills and
personal trusts, as these will not likely arise in the
context of a commercial or governmental transaction.
Further, the provisions of Part 5, being entirely in the
nature of an opt-in provision for governmental entities,
eliminates laws relating to governmental licensing,
recording, and the like. Since the Act will only apply to
the extent a State agency adopts its provisions, the wvast
majority of writing and signature requirements relating to
governmental business are automatically excluded.

7. Concern was raised at the September meeting that the
use of the term "rules of law" created ambiguity in whether
the Act would apply in a given scenario. However, in
dealing with repugnancy under subsection (a) and
construction for consistency under subsection (c), there
would appear to be no other solution. For example, if a
given provision of a consumer protection statute requires
"written" disclosures, a court would have to deal with that
particular rule to determine whether the disclosures,
consistent with that rule, can be effectively made
electronically. A total exclusion for all consumer writing
requirements would be too broad.

SECTION 1966 105. VARIATION BY AGREEMENT.

draft3-11/97 2 6
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(a) As between parties involved in generating, storing,

sending, receiving, or otherwise processing or using

electronic records or electronic signaturesy; amd—except—as

otherwise proviaged, the provisions of this [Act] may be
varied by agreement~, except:

(1) the obligations of good faith,

reasonableness, diligence and care prescribed by this [Act]

may not be disclaimed by agreement but the parties may by

agreement determine the standards by which the performance

of such obligations is to be measured if such standards are

not manifestly unreasonable; and

(2) the rules in Section 110 regarding

allocations of loss where no security procedure or

commercially unreasonable security procedures are used in a

transaction.

(b) The presence in certain provisions of this
[Act] of the words "unless otherwise agreed" or words of
similar import does not imply that the effect of other

provisions may not be varied by agreement under subsection

(a) .

(c) This [Act] does notyTor—start—Tt be

conmstrued—to, require that Imformatiomnr records or signatures

be treated generated, stored, tramsmitted sent, received or

otherwise processed or used or commuricated by electronic

means or in electronic form.

Source: UCC Section 1-102(3); Illinois Model Section 103.
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Reporter's Note: Given the principal purpose of this Act to
validate and effectuate the use of electronic media in
commercial and governmental transactions, it is important to
preserve the ability of the parties to establish their own
requirements concerning the method of generating, storing
and communicating with each other. This Act affects
substantive rules of contract law in only limited ways (See
especially Part 4), by giving effect to actions done
electronically. Even in those cases, the parties remain
free to alter the timing and effect of their communications.

The only provisions of the Act which may not be
disclaimed by agreement are the obligations of good faith,
reasonableness, diligence and care imposed by the Act, and
allocation of loss provisions where less than commercially
reasonable security procedures are used. ISSUE FOR THE
COMMITTEE: Are there other provisions of this Act which
should be mandatory?

SECTION107-—APPLICABLE LAW—

(g AT agIreement by Parties to & CIrarrsdaction goverrned

TIT WhHole Oor 1T part py this tActT thattheir rigtrts—and

oI TgatIons Wit TESpect are to be determined by thre taw of

this state or another state or country s effective, wWhether

U]

T

O TTOC tihe trarrsactIion bears a regsollapte retatior to tha

State or cTountry, Urrtess:

(I—the tramsactIior TS g Cornrsumner trarsaction

anmd—that—state or courrtry TS et ther

(B the state or courrtry LT wWhITir tire

COITSUNMEr resitdes at the tIime the trarsactionr becomes

el ] -l i - | . ul R - | . aWal ul ] e
ClITlorcedptire o will rTEes1tuse WILIILIT OoU Jddys LIISredliler, 1II0L

(By—the —stateor courrtry T wirIcTlr,

pursuant to the contract estabtrishing the trarnrsaction, tie

goods, SEIVICES, Or UtHEer CToOsSIderation f1Towlilg to tire

COMTSUMET dare tO Pe recelved Dy tHe CTomsumer Or d PEI SO

desTgrated by Che CTorrsumer;
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(3 theagreementof the parties setects the

Taw of o courntry othrer thanm the UnitedStates arrd—tie

tramrsactIonr does ot bear a IeagsSollabtie retationstip to &

Counrtry othrer thamr the United—States-

SUBSECTION (B ALTERNATIVE T

1

o) T—subsectiomr (g does ot appiy oOr tire

ggreemenTt of the parties urder subsectionr ta)y IS

Trreffective, this tACt appries to tramsactIions bearing &

dPpPIroOpridte relation to this State-

SUBSECTION (B ALTERNATIVE 2

o) T—subsectiom (g does ot appiy Or tire
ggreemenTt of the parties urder subsectionr ta)y IS
: Wallled — ] ] 3 : : ] e 3 b - —
Trreffective, the Taw determining the rights and obtrigations

of parties witlhmr respect to any aspect of a trarrsaction

H

gJoUVETITIEd Dy tHTIs [ACCT TS e faw Ciat woulid ordinarity De

Setected by appiication of thifs state s confiict of Taws

principrest; provided, MoOwever, that ITf appiicationr of such

pPrinmcipries to g CIrarrsaction that TS ot g COITSUET

tramrsactIonr woutd resutt IIT the unenforceapitity of att OT

partofamr agreement that s enforceaptie urnder tire taw of

thisstate, the taw governing those rigits arrd opbrIigatIons
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Committee Vote: The Committee voted 4-3 to delete this

section. The observers polled 14-7 to retain the section.
T EXTIUSIVE JUudiclial forum. HOWEVET, 11T & COIISUMEr CTOITtract

theTchotce s ot enforceabte Tf the CTHoOSET JurisadictIion

WOUId TTot Otherwise ave JUrisgdIiTtIon OVEeTr tHE CTOIISumer, tIiE

COMTSUMETr dId ot Have adegquate NMotIce Of thie cholice of forum

term amrdthe chotce s furdamentatrty unfatir to and

funreasomabty burdernrsTthe conmsumer. A ChHolice Of forunm IIT &

term of g agreemenrt TS Tor EXCIUSIVE UITIesSS the agIreemerrt

EXPIresstiy SO Provides-

Committee Vote: The Committee voted 4-3 to delete this
section. The observers polled 14-7 to retain the section.

SECTION 169 106. APPLICATION AND CONSTRUCTION. This
[Act] must be liberally construed and applied consistently
with commercially reasonable practices under the
circumstances and to promote its underlying purposes and
policies.

Source: UCC Section 1-102

Reporter’s Note: The following commentary, derived from the
Illinois Electronic Commerce Security Act Section 102, has
been moved from the text of former Section 103 in the August
Draft.

The underlying purposes and policies of this Act are
a) to facilitate and promote commerce and
governmental transactions by validating and authorizing the
use of electronic records and electronic signatures;
b) to eliminate barriers to electronic commerce
and governmental transactions resulting from uncertainties
relating to writing and signature requirements;

draft3-11/97 3 O
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c) to simplify, clarify and modernize the law
governing commerce and governmental transactions through the
use of electronic means;

d) to permit the continued expansion of commercial
and governmental electronic practices through custom, usage
and agreement of the parties;

e) to promote uniformity of the law among the
states (and worldwide) relating to the use of electronic and
similar technological means of effecting and performing
commercial and governmental transactions;

f) to promote public confidence in the validity,
integrity and reliability of electronic commerce and
governmental transactions; and

g) to promote the development of the legal and
business infrastructure necessary to implement electronic
commerce and governmental transactions.

SECTION 110 107. COURSE OF PERFORMANCE, COURSE OF
DEALING, AND USAGE OF TRADE.

(a) A *"course of performance®™ is a sequence of
conduct between the parties to a particular transaction that
which exists if:

(1) the agreement of the parties with
respect to the transaction involves repeated occasions for
performance by a party;

(2) that party performs on one or more
occasions; and

(3) the other party, with knowledge of the
nature of the performance and opportunity for objection to
it, accepts the performance or acquiesces to it without
objection.

(b) A *course of dealing®™ is a sequence of
previous conduct between the parties to a particular

transaction tifrat which is fairly to be regarded as
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establishing a common basis of understanding for
interpreting their expressions and other conduct.

(c) A *™usage of trade*™ is any practice or method
of dealing having such regularity of observance in a place,
vocation, or trade as to justify an expectation that it will
be observed with respect to the transaction in question.

The existence and scope of sucitra the usage are to be proved
as facts. 1If it is established that sucir= the usage is
embodied in a trade code or similar record, the
interpretation of the record is a question of law.

(d) A course of performance or course of dealing
between the parties or usage of trade in the vocation or
trade in which they are engaged or of which they are or
should be aware is relevant in ascertaining the meaning of
the parties’ agreement, may give particular meaning to
specific terms of the agreement, and may supplement or
qualify the terms of the agreement. A usage of trade
applicable where only part of the performance under the
agreement is to occur may be so utilized as to that part of
the performance.

(e) The express terms of an agreementi; [including

terms—witlr respect to which a party has manifested assenty]
and any applicable course of performance, course of dealing,
or usage of trade straxt must be construed wherever
reasonable as consistent with each other. If such a

construction is unreasonable:
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of performance, course of dealing, and usage of trade;

(2) tTerms withr respect—to whichh erther party

tasmanifestedassent prevalil OvVeEr CTOUIrSE OUf PerfoOrmarnce,

COUrsSe Of deating, arrd usage of trade; course of performance

prevails over course of dealing and usage of trade; and

(3) course of performance prevaits OVET

COUTrsSe Of deatring anmd usage of trade;, amd

t4y——courseof dealing prevails over usage of
trade.
(f) Evidence of a relevant usage of trade offered
by one party is not admissible unless that party has given
the other party such notice as the court finds sufficient to

prevent unfair surprise to the tatter other party.

Source: Article 1 Draft Section 1-304.

Reporter's Note: This section follows the existing priority
of construction found in UCC Sections 1-205 and 2-208. The
priority to be given terms with respect to which either
party has manifested assent, which appeared in the August
Draft has been removed in light of the consensus of the
Committee and observers that the distinction between terms
expressly agreed to and those with respect to which a
manifestation of assent has occurred was unnecessary and
unwise. The bracketed language is proposed, however, to
make clear that terms to which parties have manifested
assent are express terms. Whether the committee adopts the
bracketed language or not, the commentary will make clear
that terms expressly agreed to and terms with respect to
which a party manifests assent are both to be considered
express terms and in case of conflict the issue is one of
construing the express terms of the agreement.

SECTION 108. MANIFESTING ASSENT.
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(a) A person or electronic agent manifests assent to a

record or term in a record if, with knowledge of the terms

or after having an opportunity to review the record or term

under Section 109, it:

(1) signs the record or term, or engages in other

affirmative conduct or operations that the record clearly

provides or the circumstances, including the terms of the

record, clearly indicate will constitute acceptance of the

record or term; and

(2) had an opportunity to decline to sign the

record or term or engage in the conduct.

(b) The mere retention of information or a record

without objection is not a manifestation of assent.

(c) If assent to a particular term in addition to

assent to a record is required, a person's conduct does not

manifest assent to that term unless there was an opportunity

to review the term and the signature or conduct relates

specifically to the term.

(d) A manifestation of assent may be proved in any

manner, including by showing that a procedure existed by

which a person or an electronic agent must have engaged in

conduct or operations that manifests assent to the record or

term in order to proceed further in the transaction.

Source: Article 2B Draft Section 2B-112.

Reporter's Note: Derived from Article 2B, this section,
together with the following section on "opportunity to
review," 1is critical in determining what constitutes the
agreement of parties when that agreement is formed
electronically. Because of the nature of electronic media,

draft3-11/97 3 4



OO JoyUl i WwWN

it may well be the case that a party does not deal with a
human being on the other side of a transaction.

In an electronic environment where computers are often
pre-programmed and operate without human review of the
operations in any particular, discreet transaction, it is
not always the case that two humans have reached a "bargain
in fact," i.e., a "meeting of the minds." Rather, the
agreement is often the result of one party or its electronic
agent manifesting assent to terms or records presented to it
on a "take it or leave it (i.e., exit)" basis, similar to
the presentation of a standard form document in the paper
environment.

The situations where parties participate in detailed
negotiations leading to the formation of an integrated
contract setting forth all the terms to which both parties
have agreed are largely limited to transactions involwving
large amounts. Even outside the electronic environment, the
use of pre-printed standard forms has supplanted detailed
negotiations in many small amount transactions. Accordingly
the concept of manifestation of assent to a record or terms
of a record has supplemented the notion of actual agreement
in determining that to which the parties have agreed to be
bound (See Restatement (Second) Contracts Section 211, UCC
Section 2-207).

Even in an electronic environment it remains possible
to negotiate to agreement. In such a case, if parties
engage in e-mail correspondence which results in a classic
offer and acceptance of the terms (and only the terms) set
forth in the correspondence, the electronic signatures
appended to the e-mail messages serve to authenticate the
records and result in contract formation. This is the case
since an electronic signature, by definition, is made with
intent to sign the record.

Contrasted with such a negotiated electronic contract
is the situation where one calls up a provider on the
Internet. The person determines to purchase the goods or
services offered and is walked through a series of displayed
buttons requesting the purchaser to agree to certain terms
and conditions in order to obtain the goods and services.
With each click on screen, the purchaser is indicating
assent to that term in order to obtain the desired results.
So long as the action of clicking in each case relates to a
discreet term, or follows the full presentation of all
terms, the actions of the purchaser can be said to clearly
indicate assent to the terms available for review. As with
the exchange of standard paper forms, there is no
requirement that the terms be read before the on screen
click occurs, so long as they were available to be read.
Indeed, in such a scenario the problem of additional and
conflicting terms which have so confused courts in the
battle of the forms is not present.

draft3-11/97 3 5
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A provision dealing with manifesting assent is
particularly necessary in the electronic environment where
the real possibility of a contract being formed by two
machines exists. Sections 302 and 401 rely on the concept
in determining when a signature occurs and what the terms of
an agreement are when contracts or signatures result from
the operations of electronic agents, either between
electronic agents or when interacting with a human actor.

SECTION 109. OPPORTUNITY TO REVIEW. A person or

electronic agent has an opportunity to review a record or

term if it is made available in a manner which calls it to

the attention of the person and permits review of its terms

or enables the electronic agent to react to it.

Source: Article 2B Draft Section 2B-113(a).
Reporter's Note: See Reporter's Note to Section 108,
Manifesting Assent, supra.

SECTION 110. DETERMINATION OF COMMERCIALLY REASONABLE

SECURITY PROCEDURE; COMMERCIALLY UNREASONABLE SECURITY

PROCEDURE; NO SECURITY PROCEDURE.

(a) The commercial reasonableness of a security

procedure is determined by the court in light of the

purposes of the procedure and the circumstances at the time

the parties agreed to or adopted the procedure including the

nature of the transaction, sophistication of the parties,

volume of similar transactions engaged in by either or both

of the parties, availability of alternatives offered to but

rejected by a party, cost of alternative procedures, and

procedures in general use for similar transactions. A

security procedure established by law shall be determined to

be commercially reasonable for the purposes for which it was

established.
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(b) If a loss occurs because a person complies with a

security procedure that was not commercially reasonable, the

person that required use of the commercially unreasonable

security procedure bears the loss unless it disclosed the

nature of the risk to the other person and offered

commercially reasonable alternatives that the person

rejected. The liability of the person that required use of

the commercially unreasonable security procedure is limited

to losses that could not have been prevented by the exercise

of reasonable care by the other person.

(c) Except as otherwise provided in subsection (b),

Section 202, Section 203, or Section 302, if a loss occurs

because no security procedure was used, the person relving

on an electronic record or electronic signature as between

the two parties, the party who relied bears the loss.

Source: Article 2B Draft Section 2B-115(c and d)
Reporter's Note: Coupled with the definition of security
procedure (now limited to commercially reasonable party
agreement or adoption or establishment by law), this
provision sets forth key allocation of loss rules.

Where parties have agreed to or adopted commercially
reasonable security procedures, the creation of presumptions
about the identity of the source, and informational
integrity, of an electronic record or the validity of an
electronic signature should not pose the problems of unfair
surprise and lack of sophistication which have been noted in
the discussions of the propriety of the creation of
presumptions. Even in the consumer transaction where a
vendor "imposes" a security procedure, in order to continue
in the transaction the consumer would manifest assent to the
procedure, thereby adopting it. The burden would be on the
vendor to establish the commercial reasonableness of the
procedure, and i1if that were established, the limited
presumption would attach.

Where a person "imposes" a security procedure which
cannot be shown to be commercially reasonable, any liability
or loss will be borne by that person under subsection (b)
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unless the person explained the problems with the chosen
procedure or offered alternatives. 1In the event that a
transaction is accomplished without any security procedure,
the party (usually a vendor) relying on the electronic
record or signature will bear the liability for any loss.

By imposing the responsibility to invoke commercially
reasonable procedures on the relying party, the vast
majority of transactions will result in the more
sophisticated party bearing the risk of loss. The need for
distinctions based on the parties status as
consumers/merchants, sophisticated/unsophisticated become
unnecessary. Those persons wishing to use electronic
commerce will bear the burdens, costs and risks of assuring
themselves that the level of security is sufficient for
their needs, given the significance of the transaction.

The exceptions in subsection (c) are noted for clarity.
Sections 202, 203 and 302 deal with methods of attributing
records, assuring the informational integrity of electronic
records and establishing the efficacy of electronic
signatures. While these sections address the use of
security procedures, other means of proof and attribution
are authorized. For example, if a person can establish that
an electronic record is attributed to a person because it
was the act of that person (Section 202(a) (1)), then the
loss would not be placed on that person under subsection
(c), even though no security procedure was used.

SECTION 111. OBLIGATION OF GOOD FAITH. There is an

obligation to act in good faith in the formation,

performance, and enforcement of every transaction and duty

within the scope of this [Act].

Source: Article 1 Draft Section 1-305.
Reporter's Note: This section has been added in response to
comments at the September Meeting.

SECTION 112. GENERAL PRINCIPLES OF LAW APPLICABLE.

Unless displaced by the particular provisions of this

[Act], the principles of law and equity, including the law

merchant and the law relating to contract, principal and

agent, estoppel, fraud, misrepresentation, duress, coercion,

mistake, bankruptcy and other wvalidating and invalidating

cause shall supplement its provisions.
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Source: UCC Section 1-103

Reporter's Note: This section has been added based on
comments at the September Meeting. It is particularly
important in light of the essentially procedural nature of
this Act. This Act has only limited effect on substantive
provisions of commercial law. Rather its principal effect
is to validate electronic transactions so that the
procedural hurdle of the media in which records and
signatures must be presented can be overcome and the
substance of the transaction can be considered.
Accordingly, this section has been added to make clear that
the substantive law underlying the transactions governed by
the Act continue to be fully applicable.

The Revised draft of Article 1 has streamlined existing
Section 103. An adaptation of the revision follows for the
Committee's consideration:

Principles of law and equity may be used to supplement

this [Act], except to the extent that those principles

are inconsistent with the terms[, or underlying
purposes and policies,] of a particular provision of
this [Act].

ISSUE FOR THE COMMITTEE: Is the streamlined revision (with
or without the bracketed language) preferable?

PART 2

ELECTRONIC RECORDS AND SIGNATURES GENERALLY

SECTION 201. LEGAL RECOGNITION OF ELECTRONIC RECORDS.
(a) A record may not be denied legal effect, validity
or enforceability solely because it is in the form of an

electronic record.

SECTION 202 —WRITINGST

 ded : .

(b Th s sectiomr does ot —appty tos

- (b)7 If a rule of law requires a record to be in
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writing, or provides consequences if it is not, an
electronic record satisfies that rule of—Ztaw.

(c) A person may establish reasonable

regquirements regarding the type of records which will be

acceptable to it.

Source: UETA Draft Sections 201 and 202 (August 15, 1997);
Uncitral Model Articles 5 and 6; Illinois Model Sections 201
and 202.

Reporter's Note:

1. Parts 2, 3 and 4 reflect a fundamental reorganization
of this Act. Part 2 now deals with those provisions
relating to the validity, effect, and use of electronic
records, Part 3 contains those sections dealing with the
validity and effect of electronic signatures, and Part 4
reflects general contract provisions, and provisions dealing
with the effect of both electronic records and electronic
signatures. Under different provisions of substantive law
the legal effect and enforceability of an electronic record
may be separate from the issue of whether the record
contains a signature. For example, where notice must be
given as part of a contractual obligation, the effectiveness
of the notice will turn on whether the party provided the
notice regardless of whether the notice was signed. An
electronic record attributed to a party under Section 202
would suffice in that case, notwithstanding that it may not
contain a signature.

2. This section reflects a merger of former Sections 201
and 202 from the August Draft.

3. Subsection (a) establishes the fundamental premise of
this Act: That the form in which a record is generated,
presented, communicated or stored may not be the only reason
to deny the record legal recognition. On the other hand,
subsection (a) should not be interpreted as establishing the
legal effectiveness, validity or enforceability of any given
record. Where a rule of law requires that the record
contain minimum substantive content, the legal effect,
validity or enforceability will depend on whether the record
meets the substantive requirements. However, the fact that
the information is set forth in an electronic, as opposed to
paper record, is irrelevant.

4. Subsection (b) is a particularized application of
Subsection (a). Its purpose is to validate and effectuate
electronic records as the equivalent of writings, subject to
all of the rules applicable to the efficacy of a writing,
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except as such other rules are modified by the more specific
provisions of this Act.

Illustration 1: A sends the following e-mail to B: "I
hereby offer to buy widgets from you, delivery next

Tuesday. /s/ A." B responds with the following e-mail:
"I accept your offer to buy widgets for delivery next
Tuesday. /s/ B." The e-mails may not be denied

evidentiary effect solely because they are electronic.
In addition, the e-mails do qualify as records under
the Statute of Frauds. However, because there is no
quantity stated in either record, the parties'
agreement would be unenforceable under existing Section
2-201(1).

Illustration 2: A sends the following e-mail to B: "I
hereby offer to buy 100 widgets for $1000, delivery
next Tuesday. /s/ A." B responds with the following e-
mail: "I accept your offer to purchase 100 widgets for
$1000, delivery next Tuesday. /s/ B." 1In this case the
analysis is the same as in Illustration 1 except that
here the records otherwise satisfy the requirements of
UCC Section 2-201(1). The transaction may not be
denied legal effect solely because there is not a pen
and ink "signed writing."

The purpose of the Section is to validate electronic records
in the face of legal requirements for paper writings. Where
no legal requirement of a writing is implicated, electronic
records are subject to the same proof issues as any other
evidence.

5. Subsection (c) is a particularized application of
Section 105, to make clear that parties retain control in
determining the types of records to be used and accepted in
any given transaction.

6. Former Section 202 (b) has been deleted as unnecessary
because of the policy reflected in this draft to set forth
all exclusions in Section 104.

SECTION 403(a=b) 202. ATTRIBUTION; TRANSMISSIONERRORS

OF ELECTRONIC RECORD TO A PARTY.

(a) As between the parties, an electronic record

Tecerved by a party is attributable to a party Tmdicated—=s

thre——sernder if:
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(1) it was sent—Pby in fact the action of that

party, its agent, or its electronic agent;
(2) the Tecteivirg other party, in good faith and

in compliance with a security procedure for identifying the

party concluded that ctonctuded—that—Tt—was sentby it was

the action of the other party, its agent, or its electronic

agent; or
(3) subTectto subsecttom (), the electronic
record:
(A) resulted from acts of a person that

obtained access to a security procedure, access numbers,

codes, computer programs, or the like from a source under

the control of the aiteged—sender party creating the

appearance that the electronic record came from the—atieged

sermder that party;

(B) the access occurred under circumstances

constituting a failure to exercise reasonable care by the

grteged—sernder party; and
(C) the Terteivirg other party reasonably
relied to its detriment on the apparent source of the
electronic record.
(b) In a case governed by subsection (a) (3), the

following rules apply:

(1) The reteiving relying party has the burden of

proving reasonable reliance, and the siteged—serder party to

42
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which the electronic record is to be attributed has the

burden of proving reasonable care.
(2) Reliance on an electronic record that does
not comply with am—=agreed a security procedure is not

reasonable unless authorized by an individual representing

the giteged—serder party to which the electronic record is

to be attributed.

(c) Attribution of an electronic record to a party

under subsection (a) (2) creates a presumption that the

electronic record was that of the party to which it is

attributed.

Source: Article 2B Draft Section 2B-116.

Reporter's Note: This section follows Article 2B and sets
forth risk allocation rules in the context of record
attribution. The section sets forth rules establishing the
circumstances under which a party will be bound by (be
attributable for) an electronic record sent to another
party.

Subsection (a) (1) relies on general agency law,
including the new concept of electronic agency, to bind the
sender. Subsections (a) (2) and (3) deal with allocations of
risk where security procedures are involved. Under
subsection (a) (2) an electronic record will be attributed to
the sender if the recipient complied, in good faith, with a
security procedure which confirmed the source of the
electronic record. Subsection (a) (3) binds the purported
sender of an electronic record where the sender's negligence
in maintaining security procedures or the like has permitted
the record to be sent and the recipient reasonably relied on
the record to its detriment. Subsection (b) provides rules
for the allocation of the burden of proof where negligence
and reasonable reliance issues are present.

Subsection (c) is new and provides a rebuttable
presumption of attribution where a security procedure is
used. This presumption is appropriate because of the
definition of security procedure which is now limited to
procedures adopted by the parties or established by law
which are also commercially reasonable. As Section 110
makes clear, where a security procedure is shown to be
commercially unreasonable, or where no security procedure is
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used, the presumption will not apply and the loss generally
will fall on the relying party.

SECTION 203. DETECTION OF CHANGES AND ERRORS.

(a) If through a security procedure to detect changes

in informational content, the informational content of an

electronic record can be shown to be unaltered since a

specified point in time, the informational content shall be

presumed to have been unaltered since that time.

403(e) (b) If an electronic record is created or sent

in accordance with a security procedure for the detection of

error, the information in the electronic record is presumed

to be as intended by the person creating or sending it as to

portions of the information to which the security procedure

applies. If ar the electronic record was tramsmitted

puUrsuant to a Security procedure for the detectionm of error

arma—thre—record nevertheless contained an error but the error

was not discovered, the following rules apply:

(1) If the sender complied with the security
procedure and the error would have been detected had the
receiving party also complied with the security procedure,

the sender is not bound.

(2) If the senderTpursuant to a SecUrtty

procedure, receives a notice of—the comtent—ofthe record—as

TECEIVEd, the sSerder has o duty to required by the security

procedure that describes the content of the record as

received, the sender shall review the notice and report any

draft3-11/97 4 4
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error detected by ity in a commercially reasonable manner.

Failure to so review and report any error shall bind the

sender to the content of the record as received.

() Except—as otherwise provided I supsectionr ta) 1)

amd—(T), ITf g 1TOUSS OCCUrS DECAUSE d pParty Compries Wit o

SECUr Ity Procedure that was TOC COMMEITIdrty reasornaptre, the

party that—Treguired Uuse of the commerciatly Ureasornaote

SECUTr Ity ProceEduUre pears the 1U0SS Ulltess It dIiscrosed the

mature of the rIsk to the other party or offered

COMMETICIdrly reasornapte arternatives thatthe party

TejeCcted The party™s tiapbitity Wder thiis Sectiomnr TS

I ] 4 3 3

TTmited—to tossSes that could ot ave DeEelr Prevernted oy the

EXETrCISEe Of reasoraptle CTare by the other party-

[(c) In an automated transaction involving an

individual, the individual is not responsible for an

electronic record that the individual did not intend but

that was caused by an inadvertent error if, on learning of

the other party's reliance on the erroneous electronic

record, the individual:

(1) in good faith promptly notifies the other

party of the error and that the individual did not intend

the electronic record received by the other party;

(2) takes reasonable steps, including steps that

conform to the other party's reasonable instructions, to

return to the other party or destroy the consideration

45
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received, if any, as a result of the erroneous electronic

record; and

(3) has not used or received the benefit or wvalue

of the consideration, if any, received from the other party.

(d) In subsection (c), the burden of proving intent

and lack of error is on the other party, and the individual

has the burden of proving compliance with subsections

(¢) (1), (2), and (3).

(e) In this section, "inadvertent error" means an

error by an individual made in dealing with an electronic

agent of the other party when the electronic agent of the

other party did not allow for the correction of the error.]

Source: Article 2B draft Section 2B-117

Reporter's Note:

1. Like Section 202, this section allocates the risk of
errors in transmission to the party that could have best
detected the error through the use of a security procedure.
Again, since the parties will have agreed or adopted the
security procedure, the creation of the presumption of
accuracy, and allocation to the party that should have
discovered the error, should not pose undue hardship or
unfair surprise on the party bearing the loss.

2. Section 2B-117(c) of the November 1,1997 draft of
Article 2B sets forth a new, rather elaborate defense for
consumers when errors occur. As currently drafted the

defense is limited to errors occurring because of system
failures and not human error (as in the single stroke error
of concern to a number of observers at the September
Meeting). Because the allocation of losses under this draft
turns on the use of security procedures and their commercial
reasonableness and places the loss on the party choosing to
rely on electronic records and electronic signatures, the
distinction between consumers and merchants, and
sophisticated and unsophisticated parties has been
eliminated. Rather the burden is placed on the person
consciously desiring the benefits of electronic media to
assure that the level of security necessary exists.

However, the bracketed language attempts to address the
issue of human error in the context of an automated
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transaction. The reason for attempting to address this issue
is that inadvertent errors occurring as the result of a
single keystroke error do occur, and are difficult, if not
impossible to retrieve, given the speed of electronic
communications. However, the definition of "inadvertent
error" would allow a vendor to provide an opportunity for
the individual to confirm the information to be sent, in
order to avoid the operation of this provision. By
providing an opportunity to an individual to review and
confirm the information initially sent, the other party can
eliminate the possibility of the individual defending on the
grounds of inadvertent error since the electronic agent,
through confirmation, allowed for correction of the error.
ISSUE FOR THE DRAFTING COMMITTEE: Is the bracketed language
appropriate and should it be retained.

SECTION 2065-204. ORIGINALS: = INFORMATION ACCURACY.

(a) If a rule of law [or a commercial practice]
requires a record to be presented or retained in its
original form, or provides consequences for the record not
being presented or retained in its original form, that
requirement is met by an electronic record if [the
electronic record is shown to reflect accurately] [there
exists a reliable assurance as to the integrity of] the
information set forth in the electronic record from the time
when it was first generated in its final form, as an

electronic record or otherwise.

(b) The triteria for assessing the integrity and
accuracy of the information in an electronic record——shtattTbe
are determined by whether the information has remained
complete and unaltered, apart from the addition of any
endorsement and any change whritthr that arises in the normal
course of communication, storage and display. The standard

of reliability required stratt must be assessed in the light
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of the purpose for which the information was generated and

in the light of all the relevant circumstances.

{Cr— ThreprovisIons of this articie do ot appty to the
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Source: UETA Draft Section 205 (August 15, 1997);Uncitral
Model Article 8; Illinois Model Section 204.

Reporter's Note:

1. This section deals with the serviceability of
electronic records as originals. As was noted at the May
meeting, the concept of an original electronic document is
problematic. For example, as I draft this Act the question
may be asked what is the "original" draft. My answer would
be that the "original" is either on a disc or my hard drive
to which the document has been initially saved. Since I
periodically save the draft as I am working, the fact is
that at times I save first to disc then to hard drive, and

at others wvice versa. 1In such a case the "original" may
change from the information on my disc to the information on
my hard drive. Indeed, as I understand computer operations,

it may be argued that the "original" exists solely in RAM
and, in a sense, the original is destroyed when a "copy" is
saved to a disc or to the hard drive. In any event, the
concern focuses on the integrity of the information, and not
with its "originality." Given the recognition of this
problem, the title of the section has been expanded to
reflect the concern regarding the informational integrity of
an electronic record; integrity which is assumed to exist in
the case of an original writing.

2. A second question raised at the May meeting related to
when the law requires an "original." Except in the context
of paper tokens such as documents of title and negotiable
instruments, most requirements for "originals" derive from
commercial practice where the assurance of informational
integrity is a concern. The comment to Illinois Model Law
Section 204 (derived largely from Uncitral Model Law Summary
Paragraph 62) identifies some of these situations as
follows:

The requirement that a document be "an original" occurs
in a variety of contexts for a variety of reasons.
Documents of title and negotiable instruments, for
example, typically require the endorsement and
presentation of an original. But in many other
situations it is essential that documents be
transmitted unchanged (i.e., in their "original" form),
so that other parties, such as in international
commerce, may have confidence in their contents.
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Examples of such documents that might require an
"original" are trade documents such as weight
certificates, agricultural certificates,
quality/quantity certificates, inspection reports,
insurance certificates, etc. Other non-business
related documents which also typically require an
original form include birth certificates and death
certificates. When these documents exist on paper,
they are usually only accepted if they are "original"
to lessen the chance that they have been altered, which
would be difficult to detect in copies.

Since requirements for "originals" are often the result of
commercial practice and not an actual rule of law, the
section includes the bracketed language regarding
requirements derived from commercial practice. As a policy
matter it is not at all clear that legislation should
override established commercial practice. ISSUE FOR THE
DRAFTING COMMITTEE: Should the bracketed language be
retained or deleted?

3. So long as there exists reliable assurance that the
electronic record accurately reproduces the information,
this section continues the theme of establishing the
functional equivalence of electronic and paper-based
records. This is consistent with Fed.R.Evid. 1001 (3) and
Unif.R.Evid. 1001(3) (1974) which provide:

If data are stored in a computer or similar device, any
printout or other output readable by sight, shown to
reflect the data accurately, is an "original."

At the May meeting concern was expressed that the
"reasonable assurance" standard was too vague. The first
alternative tracks the language in the rules of evidence and
focuses on the accuracy of the information presented. The
second alternative is the language appearing in Section 204
of the Tllinois Model. ISSUE FOR THE COMMITTEE: Which
alternative provision should be adopted?

4. Another issue relates to the use of originals for
evidentiary purposes. In this context the concern
principally relates to the "best evidence" or "original
document" rule. The use of electronic records and
signatures in evidence is addressed in Section 404 and its
notes.

SECTION 207 205. RETENTION OF ELECTRONIC RECORDS.
(a) If a rule of law requires that certain documents,

records, or information be retained, that requirement is met

draft3-11/97 4 9
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by retaining electronic records, if: provided that—the

fotTowing CcormdItions are satIistieds

(1) the information contained in the electronic
record remains accessible so as to be usable for subsequent
reference; —ard—

(2) the electronic record is retained in the
format in which it was generated, stored, sent, or received,
or in a format which that can be demonstrated to reflect
accurately the information as originally generated, stored,
sent, or received; and

(3) =uch the information, if any, is retained as
enables the identification of the source of origin and
destination of an electronic record and the date and time it
was sent or received.

(b) A requirement to retain documents, records, or
information in accordance with subsection (a) does not
extend to any information the sole purpose of which is to
enable the record to be sent or received.

(c) A person may satisfy the requirement referred to

in subsection (a) by using the services of any other person,

provided—that if the conditions set forth in paragrapts—ti)

S—of subsection (a) are met.

N
A
~
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|

a.

e provisIons of this SectIionr do ot appty to
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documenrts, records;, or Informationr excliuded from the
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ft=r (d) Nothing in this section shatrt precludes any
Ffederal or state agency from specifying additional

requirements for the retention of records, either written or

electronic, that—are subject to the Jurisdictiomr of—such

ggerncy agency's jurisdiction.

Source: Uncitral Model Article 10; Illinois Model Section
206.

Reporter's Note: At the May meeting concern was expressed
that retained records may become unavailable because the
storage technology becomes obsolete and incapable of
reproducing the information on the electronic record.
Subsection (a) (1) addresses this concern by requiring that
the information in the electronic record "remain"
accessible, and subsection (a) (2) addresses the need to
assure the integrity of the information when the format is
updated or changed.

This section would permit parties to convert original
written records to electronic records for retention so long
as the requirements of subsection (a) are satisfied.
Accordingly, in the absence of specific requirements to
retain written records, written records may be destroyed
once saved as electronic records satisfying the requirements
of this section.

PART 3

SECTION—301— SECURE ELECTRONIC RECORDS- S l':hf@ljgh

the—agppticatiomr of g Security procedurs, 1Tt Ccall be vertfied

that—amm etectronic record as remalined urmartered SInce 4a

SpecIified tIime, the Iecord IS a SECUre erectronic record

el ] - W el ul
LT O LIt U1 LI wWadrd.

SECTION 302 SECURE ELECTRONIC SIGNATURES . —Tf;

through—the appiicationr of g Security procedure, 1t TdaIl D
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T
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Maner sucth that T the record was charnged the etectromnic

STyUNature woutd e Invaliidated, the SIgature IS d SECUrLE

stectronic sigrnatures

SECTION 303 PRESUMPTIONS—

=) WIth respect—to a Secure eifectronic record, there

1

TS o reputtabte presumption that the erectronic record nas

Mot Peen artered SINCE the Specifiic tIme to wWiic the Secure

(b Withr respect—to g Secure erectIronic SIgnature

there s o reputtabte presumptionr thats

thre—secure etectronic SIgnature s the

—
H
~

STygnature of the party to whom Tt rerates; arrd

NP
A

thresecure erectronic SIgnature was affixed

4

by thatparty withr the fTrrtentior of sIgning the record:

= T the absernce of & Secure erectronic record or 4a

SECUTre ©reCctronic signature, this (ACt does ot CTreate 4y

PresumptIon rEgarding e authernrticity anmd TIItegrity of &

strectronic record Or dIl €1eCtronic SIgiature.

Reporter's Note: The concept of secure electronic records
and signatures has been deleted in this draft. Rather, this
draft addresses the limited presumptions available through
the use of a security procedure on a more discreet basis.
Instead of creating a broad category of secure electronic
records and signatures, where a security procedure is used,
certain presumptions regarding attribution, or integrity of
a record or existence of an electronic signature, are
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provided in those sections addressing the effect of an
electronic record or electronic signature.

This more discrete treatment is consistent with the
overall reorganization in this draft. The purpose of the
reorganization is to treat electronic records and electronic
signatures separately because the issues relating to records
and signatures under substantive rules of law are often
distinct. If the current organization is approved by the
Drafting Committee, it would seem to make more sense to
treat the effect of the use of a security procedure in the
general provisions regarding electronic records and
electronic signatures.

The distinction is largely one of style. As noted in
the August Draft, the separate creation of presumptions for
secure electronic records and signatures in Part 3 was, in
large part, alternative to the attribution rules for
electronic records and the methods of proving electronic
signatures. This draft reflects a decision to take the
latter approach to the issue of presumptions. In addition,
the approach taken is more consistent with the approach
taken in Article 2B.

It is to be noted that the presumption attaching to an
electronic signature executed in accordance with a security
procedure is more limited under this draft than in the
deleted section 303 (b). The effect now is a simple
presumption that an electronic record is signed by the
signing party. There is no longer a presumption regarding
the intention of the signer, although such a presumption may
follow based on the definition of signature.

ISSUE FOR THE DRAFTING COMMITTEE: Is the approach and
organizational structure of the current draft preferable?

ELECTRONIC SIGNATURES GENERALLY

SECTION 263 301. LEGAL RECOGNITION OF ELECTRONIC

SIGNATURES.

(a) A signature mayv not be denied legal effect,

validity, or enforceability solely because it is in the form

of an electronic signature.

tar (b) If a rule of law requires a signature, or

provides consequences in the absence of a signature, that

53
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the rule of law is satisfied with respect to an electronic
record if the electronic record includes an electronic
signature.

<b)r (c) A party may establish reasonable requirements
regarding the method and type of signatures which will be

acceptable to it.

(Cr— The provisions of this articie do ot appty to-

Source: Uncitral Model Article 7; Illinois Model Section
203 (a); Oklahoma Model Section IV.

Reporter's Note:

1. This section reflects a merger of former Sections 201
(expanded to cover signatures) and 203 from the August
Draft.

2. Subsection (a) establishes the fundamental premise of
this Act: That the form in which a signature is generated,
presented, communicated or stored may not be the only reason
to deny the signature legal recognition. On the other hand,
subsection (a) should not be interpreted as establishing the
legal effectiveness, validity or enforceability of any given
signature. Where a rule of law requires that a record be
signed with minimum substantive requirements (as with a
notarization), the legal effect, validity or enforceability
will depend on whether the signature meets the substantive
requirements. However, the fact that a signature appears in
an electronic, as opposed to paper record, 1is irrelevant.

3. Subsection (b) is a particularized application of
Subsection (a). Its purpose is to validate and effectuate
electronic signatures as the equivalent of pen and ink
signatures, subject to all of the rules applicable to the
efficacy and formality of a signature, except as such other
rules are modified by the more specific provisions of this
Act.

4. This section, consistent with the existing UCC
definition of a signature as "any symbol executed or adopted
by a party with present intention to authenticate a
writing," merely reiterates for clarity the rule that an
electronic record containing an electronic signature
satisfies legal requirements. The critical issue in either
the signature or electronic signature context is what the
signer intended by the execution, attachment or
incorporation of the signature into the record.
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5. This section is technology neutral - it neither adopts
nor prohibits any particular form of electronic signature.
However, it only validates electronic signatures for
purposes of applicable legal signing requirements and does
not address the legal sufficiency, reliability or
authenticity of any particular signature. As in the paper
world, questions of the signer's intention and authority, as
well as questions of fraud, are left to other law. The
effect and proof of electronic signatures is addressed in
the next Section.

6. Subsection (c) preserves the right of a party to
establish reasonable requirements for the method and type of
signatures which will be acceptable. Accordingly, and
consistent with Section 105, a party may refuse to accept
any electronic signature and of course establish the method
and type of electronic signature which is acceptable.

7. Finally, former subsection 203 (c) has been deleted.

Exclusions from the coverage of this Act are set forth in
Section 104.

SECTION 264 302. ELECTRONIC SIGNATURES: EFFECT AND
PROOF;—SIGNATURES BY ELECTRONIC AGENTS.
(a) Unless the circumstances otherwise indicate that a

party intends less than all of the effect, an electronic

signature is intended to establish thre—sIgninmg party*s

Tdentity, Tts adoptionr ard aceeptance of a record or o term,

amd—the authenticity of the record—or ternr.

(1) the signing party’s identity,

(2) its adoption and acceptance of a record or a

term, and

(3) the informational integrity of the record or

term to which the electronic signature is attached or with

which it is logically associated.
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(b Operationms of ammr etectronic agent constIitute the

stectronic signature of a party 1L the party desigrned;

1

programed, Or Setrected the etectronic agent for the pPurpose

of aChIeving results of that type-

1

.oy A etectronic record s SIged a5 a Matter of taw

Tf—the party comptiied witir & Security procedure-

Otherwise, T AT elfectronic SIgature may DUe Proved IIT airy

manrer sufficTent—to demornrstrate

(b) If the signing party executed or adopted the

electronic signature in accordance with a security

procedure, the electronic record to which the electronic

signature is attached or with which it is logically

associated is presumed to be signed by the signing party.

Otherwise, an electronic signature may be proven in any

manner, including by showing that

(1) the—sIgnerts Irtentiomr to authernticate the

1

Srectronic record, or term thereof, to whichr the etectromic

STynmature IS attached or rerates, INCiuding Dy SHowirng tiat

a procedure existed by which a party must of necessity have

signed, Executed = symbot,; or manifested assent to, a record

or term; in order to proceed further in the processing of
the transaction, or
(2) that the party is bound by virtue of the
operations of its electronic agent.
<tdr (c) The authenticity of, and authority to make, an

electronic signature is admitted unless specifically denied
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in the pleadings. If the validity of an electronic
signature is denied in the pleadings, the burden of

establishing validity is on the person claiming validity.

=) T rTuteofTaw requires that a sIgnature e

el

motarized or ackrnowiedged for tir
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1

TrasT1Tot—beermr nmotarized (I the etectrontic record IncIudes

g SECUre ©reCtronic sIgnature, or (II) the CTreatiorr,

1

I aIrsSmMISSTOn ard Storage of  the etectronic recorad Ttsetrt;, or

4 3 el :

thesymbor—or methodotogy adoptedfor SIgimg SucH

stectronic record, pProvide supstantiar evidence of tire

L ]

Tdentity of the persomr SIgning the ©1reCtronic Iecord:

1 .

Ubstarnrtiar evidernce starnrdard has beer met TS

Wether—th

H
0
ul

for—decisTom by the cTourt]

Source: Article 2B Draft Section 2B-118(a and c); UCC
Section 3-308; Illinois Model Section 203.

Reporter's Note:

1. An electronic signature is any symbol or methodology
adopted with intent to sign a writing. This Act includes in
the definition of signature the attributes normally
associated with a pen and ink signature in order to make
clear what a signer intends by signing a document, i.e., to
identify oneself, adopt the terms of the signed record, and
verify the integrity of the informational content of the
record which is signed. By identifying the multi-purpose
effect of a signature, this Act clarifies the assumption as
to the intent of one signing any record. Subsection (a)
simply applies this assumption to the electronic signature.
As with a signature on paper, the signing party remains free
to prove that the signing was intended to accomplish only 1
or 2 of the normal purposes associated with a signing.

2. Subsection (b) has been changed to delete the idea that
an electronic record is signed as a matter of law when a

security procedure is used. Instead, the section creates a
presumption that a signature executed or adopted pursuant to
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a security procedure is the signature of the signing party.
The purpose of the change is to make clearer the effect of
an electronic signature and to make the operation of
security procedures in the signature context parallel to the
operation of security procedures in the record context,
i.e., the creation of a presumption. The presumption is
limited to the factual issue of whether the electronic
record is signed. The issue of the legal effect, validity
or authenticity of the signature is left to other law.

Subsection (b) otherwise provides that an electronic
signature may be proven in any manner including procedures
necessitating the adoption of a term or record, or that the
party is bound by the operations of its electronic agent
(Section 303). By allowing proof of an electronic signature
by showing that a process existed which had to be followed
to obtain the results achieved, the section addresses the
increasingly common "point and click"™ processes in on-line
and on-screen programs.

Subsection (c) borrows from Article 3 in raising the
procedural requirements for denying the validity of a
signature (as distinct from the question of whether the
electronic record is signed). Unless the validity of an
electronic signature is specifically denied in the
pleadings, the authenticity of and authority to make the
signature are admitted. However, if the validity of the
signature is put in issue by an express denial, the party
asserting validity must carry the burden of so establishing.

Based on concerns raised by the Drafting Committee
regarding the propriety of addressing notarial requirements
in this Act, subsection (e) of former Section 204 has been
deleted. The role of a trusted third party, i.e., the
notary public, in assuring the identity of the signer of a
notarized document is not covered by this Act as currently
drafted.

SECTION 303. [SIGNATURES BY] [OPERATIONS OF]

ELECTRONIC AGENTS.

(a) A party that designs, programs or selects an

electronic agent is bound by operations of its electronic

agent.

(b) An electronic record resulting from the operations

of an electronic agent shall be deemed signed by a party

designing, programming or selecting the electronic agent,
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regardless of whether the operations result in the

attachment or application of an electronic signature to the

electronic record.

Source: UETA Draft Section 204 (b) (August 15, 1997)
Reporter's Note:

1. This section has been revised to make clear that a
person using an electronic agent is responsible for the
results obtained by setting the electronic agent in motion,
and will be deemed to have signed any such record.

2. This section extends signing to the electronic agent,
automated context. Its purpose is to establish that by
programming an electronic agent, a party assumes
responsibility for electronic records and operations
"executed" by the program. While the electronic agent may or
may not execute a symbol representing an electronic
signature (i.e., with human intent to authenticate the
electronic record), the party programming the electronic
agent has indicated its adoption of records and operations
produced by the electronic agent within the parameters set
by the programming. Accordingly, the party should be bound
and deemed to have signed the records of the electronic
agent.

PART 4

ELECTRONIC CONTRACTS AND COMMUNICATIONS

SECTION 401 EFFECTIVENESS BETWEEN PARTIES— (&)

Fxcept—as otherwise provided IIT SubSectionr (o), S Detween

the—sermrder anmdthe recipient of arr etectronic record, o

COMMUITICA IO O OCer Statemerrt may ot e gerried tegat

effect,vatridIty, Or enforceabitity SOtely Ol Che grourrds

theat—Tt—Ts T the form of —am erectronric record.

by This sectiomr does ot appiy to 1+ - - 1=

—

SECTION 462 401. FORMATION AND VALIDITY.

draft3-11/97 5 9



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

draft3-11/97

(a) Urmtessotherwise agreed, am offer armdtire

gcceptance of g offer may be expressed by mearnrs ot

etectronic recordss If an electronic record is used in the
formation of a contract, the contract may not be denied

legal effect, validity or enforceability on the sole ground

that an electronic record was used for that purpose.

(b) SubJect—to subsectiomr (c), Operations of ome—or

more electronic agents which confirm the existence of a

contract or signify agreement may are effectiveto form a

contract even if no individual rTepresenting either party was

aware of or reviewed the actiomorTts resurts operations.

(c) In an automated transaction, the following rules
apply:
(1) A contract TS may be formed by the
interaction of two electronic agents. A contract is formed

if the interaction results in =ach both electronic agents

engaging in operations that signify agreement, such as by
engaging in performing the contract, ordering or instructing
performance, accepting performance, or making a record of
the existence of a contract.

(2) A contract may be formed by the interaction
of an electronic agent and an individual. A contract is

formed by such interaction if @ (A) the individual has

reason to know (i) that the individual is dealing with an

electronic agent and performs actiors the persorr sShoutrd KITow

witt cause (ii) the =tectronmicagent—to perform or

60
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to contemporaneous expressions by the individual and (B) the

individual performs actions that the individual should know

will cause the electronic agent to complete the transaction,

perform or permit further use, or that are clearly indicated

as constituting acceptance.

(3) The terms of a contract resulting from an
automated transaction include terms of the parties'

agreement (including terms with respect to which either

party has manifested assent), terms which that the

electronic agent could take into account, and, to the extent
not covered by the foregoing, terms provided by law.

(d) If an electronic record initiated by a party or an
electronic agent evokes an electronic record in response and
the records reflect an intent to be bound, a contract exists
when:

(1) the response signifying acceptance is
received; or

(2) if the response consists of electronically
performing the requested consideration in whole or in part,
when the requested consideration, to be performed
electronically, is received, unless the originating record

prohibited that form of response.
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Source: Article 2B Draft Sections 2B-203(e & f) and 2B-
204 (a); Uncitral Model Article 11.

Reporter's Note:

1. Former UETA Section 401 has been deleted as redundant
of the general efficacy provisions in Section 201 (a) and
301 (a) .

2. The first sentence in Subsection (a) has been deleted
as unnecessary and confusing. Subsection (a) makes clear
that the use of electronic records, e.g., offer and
acceptance, in the context of contract formation may not be
the sole ground for denying validity to the contract. It is
another particularized application of the general rules
stated in Sections 201 (a) and 301 (a).

3. Subsections (b) and (c¢) are taken from Article 2B's
provisions regarding contract formation in electronic
transactions, i.e. those transactions not involving human
review by one or both parties. Subsection (b) provides a
rule to expressly validate contract formation by use of
electronic agents in a fully automated transaction.
Subsection (c) sets forth the circumstances which
demonstrate the formation of a contract under a fully
automated transaction and under an automated transaction
where one party is an individual.

Subsection (c) has been redrafted to make clear that an
individual dealing with an electronic agent must know both
that it is dealing with an electronic agent and the
limitations on the agent's ability to respond to the
individual. Concerns were raised that individuals may not
know what contemporaneous statements made by the individual
would be given effect because of the potential for
contemporaneous or subsequent human review. The burden
would be on the party using an electronic agent to make
clear the parameters of the agents ability to respond. If
the party using the electronic agent provides such
information, the individual's act of proceeding on the basis
of contemporaneous expressions not within the parameters of
the agent would be unreasonable and such expressions would
not be included as terms of any resulting agreement.

4., Finally, subsection (d) deals with timing in the
formation of a contract by electronic means. Subsection

(d) (2) makes clear that acceptance by performance, either in
whole or in part, when the performance is electronic, occurs
on receipt. When acceptance of an offer by performance
occurs other than electronically (e.g. by the shipment of
product), acceptance is governed by other rules of law such
as the UCC and common law. As to timing of receipt see
section 402.
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SECTION 464 402. TIME AND PLACE OF SENDING AND
RECEIPT.

(a) Unless otherwise agreed between the sender and the
recipient, an electronic record is sent when it enters an
information system outside the control of the sender or of a
person who sent the electronic record on behalf of the
sender.

(b) Unless otherwise agreed between the sender and the

recipient, thetimeof Teceipt—of amr etectronic record s

determited—as fortows:

(T fthe recipient hTas designated a SpecifiT

ITITformatIon SyStem for the purpose Of IEeCelvilig €XreCtroniT

TeCords, IeCEelpt OCTUrs:

Tre—tIme wherr the etectrontc recorad

T

LN\ -
(&) at

erTters the designated IformatIion SYSTteEm; OTr

1

f—the efectronic record IS Serrt—to an

H-

5)

ITTTformation system of the addressee that s ot the

desTgrnated IrrformatIon SyStem, at thre tIme wierr tire

stectronic record IS retrieved Dy Cile IrecIipiernt;

1

(2 Tf the recipient has ot desIigrated a

SpeCIfic INMformatIon SYSTEM, ITECeIpPt OCTUrs WHEIT teE

Slectronic TeECord Eters dall IIIformatIon SyStem of the

TECIPIETt:

an electronic record is received when the electronic record

enters an information system from which the recipient is

able to retrieve electronic records, in a form capable of

draft3-11/97
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being processed by that system, and the recipient uses or

has designated that system for the purpose of receiving such

records or information. In addition, an electronic record

is received when it comes to the attention of the recipient.

(c) Subsection (b) applies motwithstanding that even
if the place where the information system is located may be
is different from the place where the electronic record is
considered to be received under subsection (d).

(d) Unless otherwise agreed between the sender and the
recipient, an electronic record is Tomsidered deemed to be

sent from thre—ptace where the sender has its place of

business; and is comstdered deemed to be received at—the
ptace where the recipient has its place of business. For
the purposes of this subsection:

(1) if the sender or the recipient has more than
one place of business, the place of business is that which
has the closest relationship to the underlying transaction
or, if there is no underlying transaction, the principal
place of business; and

(2) if the sender or the recipient does not have

a place of business, Teference the place of business is to

bemade—to 1Tts the recipient's habitual residence.

(e) Subject to section #6065 403, an electronic record is

effective when received, even if no individual is aware of

its receipt.
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Source: Article 2B Draft Section 2B-102(a) (34), and 2B-
119(b); Uncitral Model Article 15.

Reporter's Note:

1. This section provides default rules regarding when an
electronic record is sent and when and where an electronic
record is received. As with acknowledgments of receipt
under section 403, this section does not address the
efficacy of the record that is received. That is, whether a
record is unintelligible or unusable by a recipient is a
separate issue from whether that record was received.

2. Subsection (b) is from the former definition of
received in the August draft. It provides simply that when a
record enters a system which the recipient has designated or
uses and to which the recipient has access, in a form
capable of being processed by that system it is received.
Unless the parties have agreed otherwise, entry into any
system to which the recipient has access will suffice. By
keying receipt to a system which is accessible by the
recipient, the issue of leaving messages with a server or
other service is removed. However, the issue of how the
sender proves the time of receipt is not resolved by this
section. The last sentence provides the ultimate fallback by
providing that in all events a record is received when it
comes to the attention of the recipient.

3. Subsections (c) and (d) provide default rules for
determining where a record will be considered to have been
received. The focus is on the place of business of the

recipient and not the physical location of the information
system. As noted in paragraph 100 of the commentary to the
Uncitral Model Law

It is not uncommon for users of electronic commerce to
communicate from one State to another without knowing
the location of information systems through which
communication is operated. In addition, the location
of certain communication systems may change without
either of the parties being aware of the change.

Accordingly, where the place of sending or receipt is an
issue, the relevant location should be the location of the
sender or recipient and not the location of the information
system.

4., Subsection (e) rejects the mailbox rule and provides
that electronic records are effective on receipt. This

draft3-11/97 6 5
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approach is consistent with Article 4A and, as to electronic
records, Article 2B.

5. Subsection (f) has been deleted since all exclusions
are intended to be included in Section 104.

SECTION 465 403. ELECTRONIC ACKNOWLEDGMENT OF RECEIPT.

(a) If the sender of a record requests or agrees with
the recipient of the record that receipt of the record must
be acknowledged electronically, the following rules apply:

(1) If the sender indicates in the record or

otherwise that the record is conditional on receipt of an
electronic acknowledgment, the record does not bind the
sender until acknowledgment is received and tapses expires
if acknowledgment is not received in a reasonable time after

the record was sent.

(2) If the sender requests electronic
acknowledgment but does not state that the record is
conditional on electronic acknowledgmenty; and does not
specify a time for receipt, and electronic acknowledgment is

not received within an reasonable time after the record is

sent;omrmotite to the othrer party, the sender, on notice to

the other party, may either revoke treat the record as

having expired or specify a further reasonable time within

which electronic acknowledgment must be received or the

message will be treated as motthaving birmding effect having
expired. If electronic acknowledgment is not received within
that additional time, the sender may treat the record as not

having binding effect.
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(3) If the sender requests electronic
acknowledgment and specifies a time for receipt, if receipt

does not occur within that time, the sender may ftreat the

record as mot having brimdimgeffecti—ftexercise the optIorns

I subsectiomr (27T expired.

(b) Receipt of electronic acknowledgment establishes
that the record was received but, in itself, does not
establish that the content sent corresponds to the content
received.

Source: Article 2B Draft Section 2B-120; Uncitral Model
Article 14.

Reporter's Note: This section deals with functional
acknowledgments as described in the ABA Model Trading
Partner Agreement. The purpose of such functional
acknowledgments is to confirm receipt, and not necessarily
to result in legal consequences flowing from the
acknowledgment.

Subsection (a) permits the sender of a record to be the
master of its communication by requesting or requiring
acknowledgment of receipt. The subsection then sets out
default rules for the effect of the original message under
different circumstances. Article 2B Section 120 (a) (3)
permits the sender of a record who has requested
acknowledgment by a specified time, if the acknowledgment is
not timely received, to either revoke the record or specify
a further period for acknowledgment, upon notice to the
recipient under subsection (2). This draft permits the
sender to treat the record as lapsing without further
action.

As noted in subsection (b) the only effect of a
functional acknowledgment is to establish receipt. The
acknowledgment alone does not affect questions regarding the
binding effect of the acknowledgment nor the content,
accuracy, time of receipt or other issues regarding the
legal efficacy of the record or acknowledgment.

QUESTION FOR THE COMMITTEE: At the September Meeting a few
comments suggested that acknowledgement of
receipt/confirmation should be a condition to
enforceability. 1Is this appropriate/desirable?

SECTION 404. ADMISSIBILITY INTO EVIDENCE.
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(a) In any legal proceeding, mothimg T the

apptricattomof the rules of evidence start—appry SO s must

not be applied to deny the admissibility in evidence of an

electronic record or electronic signature ITrrtoevidernce:

(1) on the sole ground that it is an electronic
record or electronic signature; or

(2) on the grounds that it is not in its original
form or is not an original.

(b) In assessing the evidentiary weight of an
electronic record or electronic signature, the trier of fact
shall consider the manner in which the electronic record or
electronic signature was generated, stored, communicated, or
retrieved, the reliability of the manner in which the
integrity of the electronic record or electronic signature
was maintained, the manner in which its originator was
identified or the electronic record was signed, and any
other relevant information or circumstances.

Source: UETA Draft Section 206 (August 15, 1997); Uncitral
Model Article 9; Illinois Model Section 205.

Reporter's Note: Like sections 201 (a) and 301 (a),
subsection (a) (1) prevents the nonrecognition of electronic
records and signatures solely on the ground of the media in
which information is presented. Subsection (a) (2) also
precludes inadmissibility on the ground an electronic record
is not an original.

The first sentence of former Section 206 (b) was deleted
based on comments from members of the Drafting Committee as
an inappropriate direction in the statute.

Nothing in this section relieves a party from
establishing the necessary foundation for the admission of
an electronic record. Subsection (b) gives guidance to the

trier of fact in according weight to otherwise admissible
electronic evidence.
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SECTION 406 405. TRANSFERABLE RECORDS. If the identity
of the rightful holder of a transferable record can be
reliably determined from the record itself or from a method
employed for recording, registering, or otherwise evidencing
the transfer of interests in such records, the rightful

holder of the record is considered to be in possession of

the record;—amd—any IMdorsSenEents required by appiicaote
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ComsSTdered to ave peer gIver.

Source: Oklahoma Model Section III.B.2.
Reporter's Note: This section has been retained for
discussion by the Drafting Committee on whether such
documents should be covered by this Act.

The last clause has been deleted as unnecessary.
Determination of the rightful holder would include showing
all endorsements, or legal substitutes as in UCC Section 4-

205. The key to this section is to create a means by which
a "holder" may be considered to be in possession of an
intangible electronic record. If technological advances

result in an ability to identify a single "rightful holder"
of a negotiable instrument electronic equivalent, the last

hurdle to holder in due course status would be possession,

which this section would provide.

PART 5

PUBLIC GOVERNMENTAL ELECTRONIC RECORDS

—Section SECTION 501. USE OF ELECTRONIC RECORDS BY STATE
AGENCIES.

(a) [Except where expressly prohibited by statute, ]

Every state agency, througir the adoptiomr of appropriate

TEguUtatIons, may create and retain electronic records in

draft3-11/97 6 9
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Tieu place of written records and may atsou convert written

records to electronic records. TRuIes goverming the

dIsposTtion of writtem records after COnNvVETrSIOI O

stectronic records sShatit Pe estabiisned by the Secretary ot

statesT [The [designated state officer] shall issue rules

governing the disposition of written records after

conversion to electronic records.]

(b) Any state agency that accepts the filing of

records, or requires that records be created or retained by

any person, may authorizej;—throughthe adoptiomrof

gppropriate regutattors, the filing, creation, or retention
of records in the form of electronic records [except where
expressly prohibited by statute].

(c) In any case governed by subsection (a) or (b), the
state agency, by appropriate regulation giving due
consideration to security, [may] [shall] specify:

(1) the manner and format in which the electronic
records must be filed, created, or retained;
(2) whrere if electronic records must be

electronically signed, the type of electronic signature

required—Irmctuding, Tf a@pptricabre, reqguirilng the use of g

secure etrectronic signature), and the manner and format in
which the electronic signature must be affixed to the

electronic record;
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(3) control processes and procedures as
appropriate to ensure adequate integrity, security,
confidentiality, and auditability of electronic records; and

(4) any other required attributes for electronic
records that which are currently specified for corresponding
non-electronic records.

(d) In establishing regulations under subsection (c)

state agencies shall give due regard to regulations

implemented by other state agencies, other states and the

federal government for conflicting requlations which would

impede commerce and the implementation of electronic

transactions.

tdr (e) Nothing in this [Act] staftr may be construed
to require any state agency to use or permit the use of
electronic records or signatures.

Source: Illinois Model Section 902; Massachusetts Model
Section 3; Florida Electronic Signature Act, Chapter 96-324,
Section 7 (19906).
Reporter's Note: This section addresses the expanded scope
of this Act.

Subsection (a) authorizes state agencies to use
electronic records generally for intra-governmental

purposes. It is permissive and not obligatory (see
Subsection (e)). It also authorizes the destruction of
written records after conversion to electronic form. In

this regard, the bracketed language requires the appropriate
state officer to issue regulations governing such
conversions.

Subsection (b) authorizes state agencies to accept
filings and permit the creation and retention of electronic
records in lieu of written records for statutory and
regulatory purposes related to private persons. Again, the
provision is permissive and not obligatory (see subsection
(e)) .

Subsection (c) authorizes state agencies to establish
regulations governing the quality of the electronic records
and signatures which will be acceptable. The gquestion here
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is whether the state agencies should be required, or merely
permitted, to promulgate such regulations before accepting
electronic records? Should the task of promulgating
regulations be left with the secretary of state or other
central authority?

Based on comments at the September Drafting Meeting,
subsection (d) exhorts the regulation making authority to
give due consideration to other regulations adopted both
within the state and by other states and federal government.

Finally, subsection (e) makes clear that nothing in
this Act requires any state agency to accept or use
electronic records.

PART 6

MISCELLANEOUS PROVISIONS

SECTION 601. SEVERABILITY CLAUSE. If a provision of
this [Act], or an application thereof to any person or
circumstance, is held invalid, the invalidity does not
affect other provisions or applications of the [Act] that
can be given effect without the invalid provision or
application, and to this end the provisions of this [Act]
are severable.

Source: Article 1 Draft Section 1-106.

SECTION 602. EFFECTIVE DATE.

Source:

SECTION 603. SAVINGS AND TRANSITIONAL PROVISIONS.

Source:
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